An in-depth analysis of organizational risk management in healthcare, and in particular the concepts of Enterprise Risk Management (ERM), has identified a 5-part model that can be used by Canadian healthcare leaders as an evidence-supported approach to successful organizational risk management. The Model for Organizational Risk Management, termed "the Model," has been developed as a basis for linking the components of an ERM Framework into a Canadian health organization to overcome the barriers that commonly disrupt strategic risk management. The Model addresses how an ERM Framework can fit within an existing health organization by building off and enhancing existing processes and resources to ensure familiarity, acceptance, and sustainability of the risk management program. By approaching the Model in a stepwise fashion (based on individual organizational context), healthcare leaders are provided with a road map from which to advance their own organizational risk management program.
C anadian healthcare leaders have long sought ways to address many facets of risk present within a healthcare organization. Reports of the benefits of Enterprise Risk Management (ERM), which at its core combines "planning, organizing, leading, and controlling the activities of an organization in order to minimize the effects of risk on an organization," 1 have led many healthcare leaders to seek out ways of adopting their own ERM program. Evidence from the Canadian health system has shown that where organizational risk management has been successful, it is due in large part to a program developed within the organization instead of for the organization. [2] [3] [4] [5] This paper provides Canadian healthcare leaders with a practical, evidence-informed road map for implementing an effective ERM program into their organization.
RESEARCH METHODOLOGY
A pragmatic mixed methodological study design, consisting of incremental evidence generation and application, was used. 6, 7 An extensive literature search and a research ethics board-approved survey of senior healthcare leaders in a Canadian health region (n ¼ 25) produced key themes, verified by the research, that served as the foundation for the presented organizational risk management model. 8 The key literature themes of systemic impediments to risk management; the disconnect between risk management and decision making; the role of evidence in risk management; and the elements of successful organizational risk management all underpin the presented model.
ERM ROAD MAP
The Model for Organizational Risk Management (Fig. 1) is based on the identification of 5 key components that make up a comprehensive organizational risk management strategy. The 5 components consist of the following:
1. An Organizational Risk Network 2. The ERM framework 3. The strategic planning and decision process 4. Implementation
Evaluation
The Model is a closed loop, wherein integrated functions are strategically and intentionally considered together as part of a continuous flow of risk.
Model component 1: Organizational Risk Network
Of fundamental importance to the whole system of organizational risk management is how to build buy-in and incorporate key risk management tools so as to be able to successfully identify and manage enterprise risks. What is needed is a comprehensive mechanism to link the organization and stakeholders into the risk management framework. The "Organizational Risk Network" (or Risk Network) has been conceived of by the authors and is designed to link operational leaders (from across the organization) and other stakeholders into a shared organizational risk management program. By establishing a clear communications conduit (the Risk Network) that is rooted in an organizational risk program (ie, the ERM Framework-discussed later), staff and stakeholders have a clear forum to exchange information based on a shared approach to identifying and addressing organizational risks across the many aspects and levels of the organization.
The Risk Network can be thought of as a virtual working group, not only having many of the same characteristics as a committee structure (ie, operating principles, tools and resources, internal or external membership, defined reporting or communication obligations), but also having characteristics of a network (in the technological sense), as it is constructed to go beyond a traditional committee in terms of its reach (or connection) with stakeholders to link information, expertise, and resources. The Risk Network works by providing continuous support to the risk management program based on champion building and the application of timely tools and resources. When brought together in this fashion, information can be generated (pulled) as well as disseminated (pushed) throughout the organization, as well as externally. It is from the Risk Network that the ERM Framework is made operational. Linkage into the Risk Network is accomplished by a variety of means, depending on the resource capacity of the organization, and includes primarily electronic methods (such as email, web resources, or dedicated risk alert applications) as well as interpersonal approaches (such as periodic meetings, focus groups, or resource centres). By premising the Risk Network as a virtual working group, the size and integration of the Network has the flexibility to mature and expand in lockstep with the needs of the membership. This allows the Network to continually expand in size, without necessarily being limited by the constraints of a traditional committee. Overall, the Organizational Risk Network is a decentralized approach to capturing, assessing, and prioritizing risk activities of the organization.
Model component 2: ERM framework
The ERM Framework (see the centre of Fig. 1) is an essential component of the overall key requirements of successful organizational risk management. The ERM Framework outlines the overarching premise or the shared organizational "how to" in the treatment of risk. Many ERM frameworks and modalities exist, 9, 10 which presents an opportunity for health organizations to determine the most practical framework to adopt or implement. For example, numerous Canadian consulting firms, insurers, health safety groups, as well as organizations such as COSO (the Committee of Sponsoring Organizations of the Treadway Commission 11 ) all have a different take on the management of enterprise risk. To sort through the various Haney, Church and Cockerill frameworks that exist, an additional key outcome of this project has been the development of an ERM Framework Evaluation Tool. The ERM Framework Evaluation Tool is based on 3 key benchmark categories of assessment (ie, how risk is managed, how risk links to decisions, and how risk fits in within vision, mission, and values) 9 that can be used by healthcare leaders to score a potential ERM Framework (Fig. 2) .
It is within the ERM Framework where the mechanics of risk management come into play. Most, if not all, ERM frameworks share the following characteristics, which then become the basis for how an organization defines and treats risk. It is the approach to each of these characteristics that differentiates ERM frameworks and allows customization depending on organizational need.
Common features of ERM frameworks include the following 9 : 
Model component 3: Strategic planning and decision process
One of the main barriers to effective organizational risk management is the interface between the risk program and the strategic planning and decision process of the organization. Challenges emerge as traditionally these processes have been seen as distinct, which presented natural barriers to identified risks being advanced (or actioned) through the strategic process. 12 With the development of ERM, which intentionally combines risk management with strategy and planning, emphasis now is placed on appropriately channeling (or reporting) sequential risk information into the strategy and decision process. In other words, ERM by definition is the bridge between risk management and decision making, as identified risks are treated through the ERM Framework to produce information that is used to make strategic decisions. In this Model (Fig. 1) , the interrelationship between the ERM Framework and the Strategic Planning or Decision Process is depicted as the Risk and Strategy Interface.
Risk information stemming from the ERM Framework consists of a range of issues depending on their complexity and their origin from within the organization. Each would have an inherent time horizon, or urgency to them, requiring a flexible strategic decision process. This variable nature is depicted in the Model at the centre of the Risk and Strategy Interface. Building on the fact that health organizations (as would all complex businesses) have multiple levels of decision making, a similarly flexible interface of risk information with the organization planning or decision-making process is required. As such, a key strength of the ERM Framework needs to be its ability to categorize and distill issues to foster strategic decisions at the most appropriate organizational level(s) by knowledgeable personnel. Depending on the nature of the risk, multiple areas of the organization may be involved in the strategic decision process. This is fostered by the linkages created in the Risk Network, which serve as a means to bring risk and stakeholders together.
Overall, the complexity of the assessed risk needs to have an equally robust corresponding interface with the strategic planning and decision process. Two avenues of strategic decision-making are represented in the Model, a Formal Process and an Informal Process, which are distinguished (for illustrative purposes) based on the time horizon of the issue and the nature of the risk. Briefly described as follows: 1. Strategic risks-tend to have a longer-term time horizon and warrant a formal strategic decision by senior leadership, who make decisions on programs, departmental structure, etc. (ie, the decision to commit resources to a new health service initiative or program). 2. Tactical risks-tend to have a medium-term time horizon and can warrant either a formal or an informal strategic decision at the senior or department level based on policy analysis (ie, the decision to make changes in methods for implementing a new service initiative or program). 3. Operational risks-tend to have a short-term time horizon and warrant an informal strategic decision at the operational level on day-to-day control of risks in operations through supervision, correction, retraining of staff, and other quality control methods (ie, the decision to make corrections to an identified challenge within a new service initiative or program).
Model component 4: Implementation
In this stage of the Model, once a strategic decision has been made, the decision needs to be pursued or implemented ( Fig. 1 ). This most often involves the mobilization of capital, personnel, detailed plans (tactics) with clear objectives, and continual communication. A key feature of the Implementation component of the Model is its direct relationship with the strategic planning process, which is the driver for implementation. In other words, issues or risks do not exist in isolation, and strategic decisions to pursue a course of action need to be made within the context of the overall direction of the organization (at all levels). In practical terms, the Implementation stage of the Model needs to be characterized by a well-crafted implementation plan, as it is the implementation plan that is the basis for carrying out the selected decision. The plan should document the specific tasks and time frames for completion; the roles, responsibilities, and accountabilities of participants; tactics for communication and engagement of interested and affected parties; and the criteria to be used for monitoring and evaluation. Also of key importance, the implementation plan also must consider the common barriers to change within an organization and intentionally address them. Some effective change strategies that should be consciously considered include creating a sense of urgency; providing a vision of the future; having a clear process of change; and openly and honestly involving people. 13, 14 
Model component 5: Evaluation
The last component of the Model involves evaluation and monitoring of implemented decisions (Fig. 1) . Evaluation in this sense includes assessing the organization's performance in meeting its objective to understand and reduce risk. Evaluation and review activities provide important information to determine whether the risk decisions are efficient, are cost-effective, and reflect the strategic and operational context of the organization. Similar to evaluation, forwardlooking monitoring is an essential and integral step in the process for managing risks to identify emerging risks and facilitate continuous improvement in the decision process.
The Model for Organizational Risk Management lays out 5 core components that need to be explored and customized to the local setting based on the unique characteristics of the organization. In this manner, adoption of the Model represents a commitment to assess current processes and, in a systematic way, to incorporate ERM into the organization (Fig. 3 ).
CONCLUSIONS
The findings from this project present an evidenceinformed methodology for approaching organizational risk management within a healthcare setting. The Model for Organizational Risk Management has been developed as a basis for linking the components of an ERM Framework into the existing processes of a health organization to overcome the barriers that commonly disrupt strategic risk management within Canadian healthcare.
